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A Vision for eBPF Inside



eBPF in
2026
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Happy 12th Birthday 🎉
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Observation: security@kernel.org 



New poor-man “bandaid” approaches appear after CopyFail CVE:
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eBPF  AI Runtime Security
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Mitigation need to be created at the speed of agents.
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Idea #1



Consider BPF Security part of the trusted compute platform.
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Idea #2
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- Cut off the maximum that is not needed from the kernel/workload
- Live mitigate vulnerabilities for used code both for kernel itself as well as 

user space applications

eBPF  AI Runtime Security
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eBPF  AI Coding

AI used to review upstream patches
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eBPF in the Agentic Era

Agents excel when they get tight loop feedback:

eBPF in “existential crisis” mode right now:
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eBPF  AI Coding

“there will be no fighting the verifier anymoreˮ
- Alexei Starovoitov
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eBPF  AI Sandboxing

“Grimlock offers a path toward transparent, auditable, and 
scope-bound agent-to-agent communication across heterogeneous 

multi-cloud environments, using commodity Linux primitives and 
without requiring changes to user-layer orchestration code.ˮ
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New Uses Cases - sched_ex
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New Uses Cases - GPU Profiling 
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New Uses Cases - netkit
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New Uses Cases - netkit
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Upstream advances

- BPF Tokens
- Safe privilege delegation

- Signing of programs
- Only trusted programs can run

- Zero-Copy memory with bpf_arena
- User space shares same memory pages as eBPF programs
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eBPF Research Funding



eBPF in
Companies
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Buzzing Across the eBPF 
Landscape and Into the 
Hive

Bill Mulligan | @breakawaybilly
Community Pollinator, Isovalent at Cisco
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eBPF Company Landscape
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eBPF Company Landscape



eBPF Acquisitions
• PLUMgrid ➡ VMware December 2016 Networking
• Flowmill ➡ Splunk November 2020 Observability
• StackRox ➡ RedHat January 2021 Security
• Kinvolk ➡ Microsoft April 2021        Observability
• Pixie ➡ New Relic July 2021            Observability
• Cmd ➡ Elastic October 2021 Security
• Optimyze ➡ Elastic August 2021 Profiling
• Seekret ➡ Datadog August 2022 Observability
• Pyroscope ➡ Grafana March 2023 Profiling
• Akita ➡ Postman July 2023 Observability
• Helios ➡ Snyk January 2024 Security
• Isovalent ➡ Cisco April 2024 Networking, Observability, Security
• Flow Security ➡ CrowdStrike March 2024 Security
• StackState ➡ SUSE June 2024 Observability
• Threatx ➡ A10 Networks February 2025 Security
• Traceable ➡ Harness February 2025 Security
• Wiz ➡ Google March 2025 Security
• Nyx ➡ Upwind April 2025 Security
• Otterize ➡ Cyera June 2025 Security
• Protect AI ➡ Palo Alto Networks July 2025 Security
• Red Canary ➡ Zscaler August 2025 Security
• Prompt Security ➡ SentinelOne August 2025 Security
• MantisNet ➡ F5 August 2025 Observability
• Attribute ➡ DoiT July 2026 FinOps
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Feature & Sensor 
Upgrade

Platform & Community 
Land Grabs

AI & Runtime Security 
Consolidation



Where to
go Next
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ebpf.io
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ebpf.io
en Frrançais
Italiano
Português
Swahili
Español
繁體中文

简体中文

Looking for 
help 

translating
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ebpf.io Labs
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The Illustrated Childrenʼs Guide to eBPF
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eBPF Documentary - ebpfdocumentary.com



© 2024 Isovalent. All Rights Reserved. 38
@breakawaybilly

A Vision for eBPF Inside


